
 

OUR MISSION: To provide our customers with high-quality, efficient and reliable water, power and sewer services 
in a manner that values environmental and community interests and sustains the resources entrusted to our care. 
 
 

 

525 Golden Gate Avenue, 13th Floor 
San Francisco, CA 94102  

T  415.934.5707 
F  415.554.1877 

 
 

Date: February 28th, 2023 

To: Commissioner Newsha Ajami, President 
Commissioner Sophie Maxwell Vice President 
Commissioner Tim Paulson 
Commissioner Tony Rivera 
Commissioner Kate Stacy 
 

Through: Dennis J. Herrera, General Manager 

From: Irella Blackwood, Audit Bureau Director 

Subject: FY 2022-23 Q2 Audit and Performance Review Report 

This memorandum summarizes the San Francisco Public Utilities Commission 
(SFPUC) Quarterly Audit and Performance Review (QAPR) report, as of FY 2022-23 
Q2.  
 
I. Completed Audits 
 
 There were three completed audits since the last quarterly report: 
 

1. Calendar Year 2019-20 Franchise Fee Audit: PG&E | November 16, 2022 
Report Link: https://tinyurl.com/ye23ympn 
 
Report Summary: The Controller’s City Services Auditor engaged Sjoberg 
Evashenk Consulting, Inc., to audit the payment of franchise fees and surcharge 
fees by PG&E to the City and County of San Francisco (City) for 2019 and 
2020. PG&E pays the City franchise fees to use city streets to transmit, 
distribute, and supply electricity and natural gas. 
 
Audit Findings Summary: The audit found that PG&E complied with its 
obligations under the gas and electric franchise ordinances and the relevant 
provisions of the San Francisco Administrative Code, and that the SFPUC and 
the Controller’s Budget and Analysis Division also fulfilled their obligations in 
administering and monitoring the franchise. 

 
2. Trade Year 2020-22 CA Independent System Operator (CAISO) Scheduling 

Coordinators Self-Audit | October 17, 2022 
Report Link: https://tinyurl.com/2s439ufu 
 
Report Summary: Hutchinson and Bloodgood, LLP (engaged by APX, LLC) 
performed an agreed-upon procedures engagement to assist SFPUC with 
respect to complying with the “Audit and Testing” requirements of Metering for 
Scheduling Coordinator Metered Entities as defined by CAISO. 
 

https://tinyurl.com/ye23ympn
https://tinyurl.com/2s439ufu
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Audit Findings Summary: The review of the Settlement Quality Meter Data 
Processing Level controls at SFPUC indicated that the process controls are 
adequate and functioning as documented. There was one minor finding noted 
for the period related to late uploading of meter data which has been addressed 
through APX process improvement. 

 
3. Internal Network Penetration Test and Vulnerability Assessment | October 12, 

2022 
 
Report Summary: An Internal Network Penetration Test and Vulnerability 
Assessment of the San Francisco Public Utilities Commission (SFPUC) was 
performed. The objective of this testing was to evaluate the current security 
posture of the SFPUC internal network. 
 
Audit Findings Summary: Due to the sensitive nature of cybersecurity, this 
report is confidential.  
 
 

 
II. Audit Recommendation Status 
 

As of 12/31/22, 4 audit recommendations remained open for two audits: the SFPUC 
Revenue Bond Programs Audit: Phase I and the Social Impact Partnership (SIP) 
Program Audit. [Note: All recommendations have since been implemented and 
closed as of 1/26/23.]   

 
 
If you have questions, please contact me at iblackwood@sfwater.org.  
 
 
Attachment:   FY 2022-23 Audit Plan, By Status 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
CC: Ronald P. Flynn, Deputy General Manager 
Nancy L. Hom, Chief Financial Officer & AGM Business Services  

mailto:iblackwood@sfwater.org
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# Quarter Status Audit Type Enterprise / 
Bureau Audit Name Oversight 

Body 
 

1 
[Updated] 

Financial Water 

Audited Financial Statements, FY 2021-22 Controller 

 

In Progress  

2 
[Updated] 

Financial Wastewater 
 

In Progress  

3 
[Updated] 

Financial 

Hetch Hetchy 
Water & Power 
and 
CleanPowerSF 

 

In Progress  

4 
[Updated] 

Financial 
Business 
Services, 
Finance 

Annual Comprehensive Financial Report, FY 2021-22 SFPUC 
 

In Progress  

5 
[Updated] 

Financial 
Business 
Services, 
Finance 

Popular Annual Financial Report, FY 2021-22 SFPUC 
 

In Progress  

6 
[Updated] 

Financial Power Franchise Fee Audit: Energy Center SF LLC Controller 
 

In Progress  

7 
[Updated] 

Financial 
Business 
Services, 
Finance 

Wholesale Revenue Requirement: Statement of Changes in 
Balancing Account, FY 2020-21 BAWSCA 

 

In Progress  

8 
[Updated] 

Financial Power Franchise Fee Audit: Pacific Gas & Electric Company Controller 
 

Completed  

9 Completed Financial Water 

Annual Physical Inventory Count, FY 2021-22 SFPUC, 
Finance 

 

10 Completed Financial Wastewater  

11 Completed Financial Hetch Hetchy 
Water & Power 

 

12 Completed Financial 
Business 
Services, 
Finance 

Post Audit, CY 2021 Controller  

13 Upcoming Financial Power 2022 Green-e Verification Audit, SuperGreen 
Center for 
Resource 
Solutions 

 

14 Upcoming Financial Power 2022 Green-e Verification Audit, SuperGreen Saver 
Center for 
Resource 
Solutions 

 

15 
[Updated] 

Financial 
Business 
Services, 
Finance 

Post Audit, CY 2022 Controller 
 

Upcoming  

16 
[Updated] 

Financial 
Business 
Services, 
Finance 

Wholesale Revenue Requirement: Statement of Changes in 
Balancing Account, FY 2021-22 BAWSCA 

 

Upcoming  

17 
[Updated] 

Performance Infrastructure Public Integrity Assessment: SOLIS Procurement CSA, 
Controller 

 

In Progress  

18 
[Updated] 

Performance Infrastructure SSIP CS-165 Program Management Contract Audit CSA, 
Controller 

 

In Progress  

 
 

Quarterly Audit & Performance Review Report  
FY 2022-23 Audit Plan, By Status 
As of December 31, 2022 
 

 
 

Status 
 

Completed:                   7 
In Progress:                12  
Upcoming:                                 10 
Total:                                   29 
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19 In Progress Performance Hetch Hetchy 
Water & Power Reliability Standards Compliance Audit WECC / 

NERC 

20 
[Updated] 

Performance Business 
Services, ITS IT / OT Network Audit CSA, 

Controller Completed 

21 
[Updated] 

Performance Power CA Independent System Operator (CAISO) Scheduling 
Coordinators Self-Audit, 2020-22 CAISO 

Completed 

22 
[Updated] 

Performance Business 
Services, ITS Interconnection Security Agreement, FY 2022-23 CSA, 

Controller Upcoming 

23 
[Updated] 

Performance Business 
Services, ITS Cybersecurity Maturity Assessment, FY 2022-23 CSA, 

Controller Upcoming 

24 
[Updated] 

Performance Business 
Services, ITS Enterprise Risk Management: Cyber Risk Assessment SFPUC 

Upcoming 

25 
[Updated] 

Performance All SFPUC SFPUC Chapter 6 Delegated Authority Audit BOS 
Upcoming 

26 
[Updated] Concessions, Real Estate 

Services Revenue Lease Audit: Crystal Springs Golf Partners LP CSA, 
Controller In Progress Lease Revenue 

27 
[Updated] Concessions, Real Estate 

Services Revenue Lease Audit: Mission Valley Rock CSA, 
Controller Upcoming Lease Revenue 

28 
[Updated] 

Revenue Bond 
RBOC SFPUC Revenue Bond Programs Audit: Phase II RBOC Oversight 

In Progress Committee 

29 
[Updated] 

Revenue Bond 
RBOC SFPUC Revenue Bond Programs Audit: Phase III RBOC Oversight 

Upcoming Committee 
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